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Overview

* Part 1 - Security

* Only visit reputable websites
* Separate admin and user accounts a

* Keep your software up to date

* Use a firewall and anti-virus =

* Use strong passwords

« Part 2 - Privacy

* Minimise personal information
* Use secure connections

* Be aware of phishing scams
° Use d VPN lllustrations by Pixeltrue on


https://icons8.com/illustrations/author/5ec7b0e101d0360016f3d1b3
https://icons8.com/
https://www.infosec.ox.ac.uk/protect-my-privacy-online

Part 1 - Security
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E E o For you i u® News

Welcome to the BBC

MIS lied to courts to protect
violent neo-Nazi spy

In an unprecedented admission, the Security Service apologises for
“inaccurate” evidence.

~ Sport .s' Weather I; iPlayer !Il Sounds 11\ Bitesize

@® LIVE Starmer says it's
wrong that Gazan family
used Ukraine scheme to
settle in UK

=¥ Politics

NHS trust fined £1.6m
over failings in baby
deaths

=f Nottinghamshire

UK to refuse citizenship
to refugees arriving on
small boats

=f UK - B3931

BREAKING

Killer of MP David
Amess left Prevent too
quickly, review says

visco:  [a) BBC-HomeX  +

© @ u &

Q Search BBC

@® LIVE Gazans and
Israeli hostage families
speak of fear over
possible ceasefire
collapse

=@ Middle East

Judge's sperm donor
warning over man who
‘fathered 180 children'

= Wales

Drag Race star The
Vivienne found dead in
bathroom, inquest hears

=8 Liverpool

Schools describe
‘astronomical’ bills as
25-year repair contract

breaks down

=F Family & Education



Separate Admin & User Accounts

000 > Users & Groups

| Q Search

' Spotignt _
& >pPeti9 ' Phil Bass

. Wallpaper &) standard

. Notifications . Administrator

Admin
. Sound

' Focus ~ Mary Opie
Standard

g Screen Time

Guest User
& Lock Screen Off

' Privacy & Security ~ Add User...
. Login Password :




Keep Your Software Up To Date

__ Q. Search

Phil Bass
k*\'ﬁ [/ Apple Account

&’ Family

Software Update Available (1"

= Wi-Fi

. Bluetooth

g Network
. Energy

(® Accessibility

Software Update

Automatic Updates Only download (i)

Available Updates :_'ﬁ'_Upﬂat'e;Tbﬁfght'_;. - Update Now
- macOS Sequoia 15.3.1

Once downloaded, this update will take about 20 minutes to install. More Info...

Use of this software is subject to the original licence agreement that accompanied
the software being updated.



Use a Firewall & Anti-Virus

000 > Network

Q Search Ethernet
® Connected

Phil Bass

Firewall
@® Active

Other Services

Thunderbolt Bridge

@® Not connected

Wi-Fi
® Off

g Accessibility

© Appearance

. Apple Intelligence & Siri




Use Strong Passwords

El @ The Fortnightl a Distorted Real Cloud storage »> (2016) Limits ¢ E Friendica.Worl ﬂ Friendica.Worl Discogs - Mus: Ktu (2) | Disco Q Passwords X

#) Firefox about:logins#%7B4d57f76b-53ca-9a40-bc2e-d80339d2eafd%7D © 0

Q_ Search Passwords 4F

Sort by: Name (A-Z) 169 passwords

. 192.168.1.254 [ Remove

B 192.168.1.254

phil.bass@icloud.com
Web site address

access.login.nhs.uk ’
phil.bass@icloud.com hitp://192.168.1.254

access.service.gov.uk Username
647070452613
phil.bass@icloud.com

account.bbc.com
phil.bass@icloud.com
Password

account.ovoenergy.com seccccce
stoneymanor2@icloud.com

accounts.discogs.com

phil.bass@icloud.com 25 Oct 2021 28 Jun 2023

Created Used
accounts.firefox.com
phil.bass@icloud.com

accounts.google.com
phil.bass@icloud.com

accounts.google.com
phil.at.stoneymanor@gmail.com
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Contact us - send us your feedback or get in touch

Please complete your details below before clicking "Send". Fields marked with an asterisk * are required.

The Specsavers Partnership

If you think that you might have an eye problem or hearing problem that requires urgent medical attention you
should either contact your store, your GP or go straight to A&E.

Enquiry type: * - Select - v

Customer care
Title (Mr, Mrs, Dr, etc): *
Press office
First ‘I I
Content limited to 50 characters, remaining: 50 Manage your direct debit online

Last name: '| l

Content limited to 50 characters, remaining: 50 You may like to
H o N
Daytime phone: View offers
Email address: * ‘
Content limited to 250 characters, remaining: 250 Find your nearest store 9

Please provide your email address. Without this, our representatives will not be able to contact you about your
enquiry.

Store name: *

Please start typing the name of the store you visited below

- Select - Ad

Please provide these extra details as they will help us to process your query as quickly as possible.

Additional information: *



Use Secure Connections

O\ B )https://en.wikipedia.org/wiki/Internet_privacy

4 WIKIPEDIA

" # o) TheFreeEncyclopedia |

Search Wikipedia Search ‘




PHISHING
QuIZ

Can You Spot the Phish?

Test your ability to spot a phishing email.
Take this quick 2-minute quiz and see how you

(O Legitimate | score!
() Phishing
| %5 TEST MY SKILLS



https://www.terranovasecurity.com/blog/top-examples-of-phishing-emails

Security status
Protected

Why you should use a VPN

Protect your internet connection

A VPN adds an extra layer of protection to your daily browsing. By
encrypting your internet traffic, a VPN helps you shield your online
activity from hackers, especially when you're using public Wi-Fi.
Whether you're working remotely or browsing on-the-go, a VPN
makes your connection safer — it's virtually impossible to
unencrypt internet traffic that's traveling through a VPN tunnel.

Improve your online privacy

Securely access the internet

@' Auto-connect ()



https://www.terranovasecurity.com/blog/top-examples-of-phishing-emails
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